
February 3, 2010

VIA ELECTRONIC COMMENT FILING SYSTEM (ECFS)

Ms. Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36 - CPNI Certification and Accompanying Statement

Dear Ms. Dortch:

On behalf of W. T. Services, Inc. d/b/a Hereford Long Distance, please find the attached
annual CPNI certification and accompanying statement which is being filed pursuant to
Commission Rule 64.2009(e).

Should you have any questions or need further information, please contact me at (512) 343­
2544.

Sincerely,

~
Jean Langkop
Authorized Representative of
W. T. Services, Inc. d/b/a Hereford Long Distance

JL/pjf

Attachments

cc: Best Copy and Printing, Inc (via email FCC@BCPIWEB.COM)
Mr. Thomas A. Hyer, W. T. Services, Inc. d/b/a Hereford Long Distance



Marlene H. Dortch; Secretary
Federal Conmrunkations Commission
Oftice of the Secretary
445 12th Street, SW
Washington; DC 20554

Annual 47 C.F.R. § 64.2009(e) CPNI Certification
'~B Docket,06-36

Annual 64.2009(e) CPNJ Certification for 201 0 covering the prior calendar ~tear 2009

Date of'cxecution: Fcbruar):t2, 2010

Nlltl1C ofCompany covered by this certificatio:m 'W.T. Services, Inc. dlbla Hereford Long
Distance

Form 499 Filer ID: 803043

Nl:une Officer signing: Thomas A. H)'cr

Tide ofOftlccl' signIng: I)res·idcnt

I~ Thomas .1"\.• H)"cr; certi!)' that Jatn an officer of the CompanY named llbove, and
acting as an agent of tbe Compnn)', that I have persona] knowledge that the Company has
established opertlting procedures that arc adequate to ensure c:ompHance ""ith the Commission;s
CPNI fules, See 47 C.P.R. § 64.2001 et seq.

Attached to this ccrtificutiol1 as Exhibit I is an accompan)fing statement explnining how
the Company's procedures ensure Hun the Company is h) compliance with tbe requirements set
forth in section 64.2001 seq,onhe Comn1ission's rules.

The Company h*lS l10t taken any actions (proceedings instituted or petitions filed by a
COmpml)' at either commission, the court sj'stem, or at the COI1Ulllssion against data
brokers} agai.nst data brokers in the past year.

The Company has 110t received any customer comphlints in the past )fcar coneernlng the
unauthorized relcrlSc ofCPNI.

The compan}' represents and \wrrants that the above ccrtitlcndon is consistent witb
41,C.F'.R. § 1.17 '''''hich requires truthful and accurate statements to the Commission. The
company also acknowledges Hll1t &'11se statements and misrepresentations to tbe Commission are
punishable under Title 18 of the U.8. Code and may subject it enforcement action.

ce: Best COP)f and Printing, Inc,



Exhibit J
W. T. SERVICES, INC. d/b/a HEI{EFORDLONG DISTANCE

STATltl\'IENT EXPLAINING HO\VTHE COMPANY'S OPERATING I)ROCEDURES
ENSURE COMPLIANCE 'VITI-I THE FCC'S CIlNI RULES

I. Custolt1crProprichu-y Nctworl< Informatiol1i ("CPNI")

CPNI is defin:ed in Section 222{f) of the COl1illmnicatiol1s Act as (A) infomlation that rel.a.tes
to the quantity, technical configuration, type, destinatkm, and amount of use of a
telecommunications service subscribed to by any crustOl'ner of a teleconununicadons carrier,
and. that. is made a\'aUable to the carrier by the customer solely by virtue of the carrier..
customer relationship; and. (B) information conl.alned in the bills pertaining to telephone
exchange service or telephone toU service received b)~ a customer of a carrier (except that
CPNI does not include subscriber list infbrmation).

Generally, CPNI includes persona] information .regarding a consumer's use of his or her
tclcColl1municati·ons services, Cl'NI encompasses intormatIonsuc:h as: (a) the telephone
numbers called by a consumer; (b) the telephone numbers caning a customer; (c) the timc,
location and duration of a consumer's outbound and inbound phone and (d) the
telecommunications and information services purchased b)' a consumer.

CaU detail information (ab;·o knO\"'!l as licaU records") is ft category of CPNI that is
particularlj' scnsitive from a privacy s.tandpoint and that is sought by prct.exters, hackers and
other unauthorized entities for illegitimate purposes. Can detail includcs any i.nfomuuion
that .pertains to tIte transmission of a specific telephone call, including the number caned (for
outbound caUs), the number from which the call was placed (for inbound caUs),. and the date,
tilru.:, location ~md/or duration ofthe call (for aU calls).

II. Use llud J)jsdosurc ofCPNI Is Restricted

'111C. Company recognizes that CPNI includes: information that is personal and indivlduaU)'
identifiable" and that privacy concerns have lcd Congress llnd the FCC to impose restrictions
upon use and disclosure, and upon the provision of access to it by individmlls or entities
inside and outside tbe Conlpnny,

The Companj' bas designated a CPNI Compliance Omcerwho is responsible for: (l)
communic,ating with the Company's attorneys andlor consultants regarding Cl'NI
responsibilities, requirements and restricdons; (2) supervising the training of Compan)'
employees and agents wh.o use or have access to CPNI; (3) supervising the usc, disclosure.
distribution or access to the Compan)"s CllNI by i.ndependellt contractors and joint venture
partn,ers; (4) maintaining records regarding the use of CPNI in marketing campaigns; and (5)
receiving! revie"'\<'lng and resolving questions or issues regarding use! disclosure, distribution
or pro\'lslon ofaccess to CPNI.



Company employees and agents that may denl with CPNI have been in.tbrmed that there nre
substantial tederal restrictions upon ePNl use~ distribution and access. In order to be
authorized to use Of access the CompIDlY~s CPN!, cmpltlyees and agents must receive
training with respect to the requirements of Section 222 of the Communieations Act !:Iud the
FCC~s CPNI Rules (Subpart U orPan 64 afthe FCC Rules).

Before etn agent~ independent contractor or joint venture partner may receive (tl' be allowed to
access or use the Cmnpany's CPNI~ the agcllt1S., independent contractor"s or Joint venture
parlnerls agreem.ent \\lith the Company must contain provisions (Of the ComJ:>anyand the
agent., independent contractor or joint venture pa.rtncr must enter into nnadditional
confidentiality agreement \"'bieh pl~o\rjdes) that: Ca) the agent~ independent contractor or joint
venture pal'tner.may use the CPNI onl)' for the purpose for ''''hieh the C?NJ has been
provided; (b) the agent~ independent contractor or joint venture partner ma)' not disclose or
distribute the CPNI tO$ or aUow access to the CPNI by. any other p~.t:rt)r (unless the agent,
independent eontri:l.ctor or joint venture partner is expressly and specificaUy required to do so
by ncourt order); ~U1d (e) the Ilgent~ independent contractor or jOil1t venture p.artner must
imph~lnent apP1'Opriate and specific safeguards acceptable to the Compan)f to ensure the
c(mfidentiaHty of the Compa.ny·s ePNI.

III. Protcetion of CPNI

L'fhe Company maYI aner receiving an appropriate wTittcn request from lit customer1

disclose or provide the c.ustomer1g CPNI to the customer by sending it to the customer's
address or record. Au)' and aU such customer reqllcstS: (l) must be made in ""Tiling; must

. include the customer's correct biUing name and address and telephone number; rllUist
specify ex.actly what type or types of CPNI must be i1isclosed or provided; (4) must specify
the time period f:Or \vbich the CPNI 111USt be disclosed or provided; and (5) must be signed by
the customer, The Cmnpany wilt disclose CPNI upo1l.atllnnative ""ThIen request by the
customer to any person designated by the customer1 but only idler the Company calls the
customer's telephone tlW11ber of record and/or sends a notification to the custmner1s address
ofrecol'd to verif}t the accunlt~y ofthis request

The Compan)' \\lm provide a customer's phone records or other CPNI to a law
enforcement agency in accordance \\'ith. applicable legal requirements,

:3. Since DeCCl1'lber S, 20071 the Company retains aU customer pass\,,'ords and "shared
"..",.""t·l> question-ans\\ler combinations in secure files that may be accessed 0111)1 by authorized
Compan)l cmplo)'ces who need such information in order to authenticate the identity of
c:ustOllilcrs requesting caB detail information over tbe telephone.

4.. Since December 8., 20071 Company ell1ployees Rutlumticate aU telephone requests for
CllNI in the same manner whether 01' not the CPNI cmlsists ofcall detail infomlRtion, That
is, Company employees must: (a) befumished the customet"spre-estabHshed password (or
correct anS\l,lerSlo the back-up "shared secret" combinations); CD) send the requested
information. to the customer1s postal (}c electronic "address of recordl

' (see definition above);'!



or (c,) caU lhe c:ustomer back at the custolner~s "telephone number of record" (see definition
above) with the requested information.

5. lfu customer subscribes to nmltiplc services offered by the Company and an affiliate, the
Contpany is permitted to share the cllstOlner's CPNI regarding sucb services '~lith its aft1Jiate.
If a customer does not subscribe to an)' telecommunications or non-telecml1municatiollS
sct'lticcs offered by an aft1Hatcw the Company is not permitted to share the customer's CPNI
,\1th the affiliate \vithout the customer's consent pursuant to the appropri:tte notice and
approval procedures set forth in Sections 64.2007,64.2008 and 64.2009 ofthc FCC's Rules.

6, \\'hen an existing customer calls the Cmnpany to inquire about or ()rder new, additional or
modUled services (i.n~bound marketing), the Company may use the customer's CPNI otbel"
than call detail CI)NI to assist the customer for the duration of tbe customcrfscall if'the
Company provides: the customer ""ith the oml notice required by Sections 64.2008(c) and
64.2008{t) of the FCC's Rules and after the Company autbenticates the customer.

Since ])eeember 8, 2001, the Company discloses or releases call detail information to
customers during custmner..initiated telephone contacts only when the ctlstmller provides a
pre-established pass\\!ord.. If the customer does not provide a password, call detaU
inf()J'ma\tion is released only b>' sending it to the customer's address of record or by the
carrier calling thecustomcr at the telephone number of record, If the custo:mer is able: to
provide to the Company during a customer-initiated telephoue caU, llU of the call detail
illfol1nntion necessar~tto uddress a customer service issue (i.e" tltc telephone numbercaUed,
when it was caned, and,! if applicable~ the amount charged for the caUl "\'lthout COI1JplUl)'

assistance, then the Conipally l1"lay take l'Outlne customer service actions related to such
illfoffi'tation. (However, .under this circumstance, the Company may not disclose to the
customer any call detail information about the customer account otber than, the call detail
infomultion that the customer provides without the customer first providing a pass\vord,)

1. The COtnpan}' has adopted a poHc)' that it does not and win not usc, disclose, or permit
access to CPNI In c(mnect1on witb Cmnpan)t~inititlted marketing of services to which a
customer docs not subscribe from the Company (out-bound marketing).

8. The Compan)' maintains appropriate paper and/or electronic records that ~dlow its
employees, independent contractors and joint venture partners to clearly establish tbe stalus
of each customer's Out..out and/or Opt-fn. approvals (if all)') prior to use of the customer's
CPNl These records include: (i) tbe date(s) ofany and aU of tbe custtlmer's deemed Opt-out
approvals and/of Opt-in a.pprovals~ together \''''ith the dates of any modifications or
revocations of such approvals; and (ii) the type(s) of CPNI u.sc, access., disclosure andlor
distribution approved h)' the customer.

9. Before a custolllcr's CPNI can he used in a.n out-bound marketiJlg activity or campaignt

the COll1pan;y'g records must be checked to detennine the status of the eustomer~s CPNI
approval. Company clllpJoyees., independent contractors and joint venture partners al"C



required to notify the CPNI CompHance Officer of any access, accuracy or seculity problems
they encounter ",\;th respect to these records.

If new, additional or extended approvals are necessary, the CPNI Compliance Officer \\fill

determine whether the Company's "Opt-Out CPNI Notice" or "Opt-tn CPNI Notice" must be
used with respect to various proposedout..boul1d marketing activities,

]O. The CPNI Compliance Officer will mai.ntain a rec(ud of each out-bound marketing
~~ctivity 01' caulpaign. includblg: (i) a description ot'tbe campaign; (U) the specific CPNI that
\vas used in the cam.pai.gn; (iii) the date and purpose of the etlmpaign; and (iv) wbat products
atld services \'¥'ere offered as part of the campaign. This record shan be maintained for a
minimum ofone

]1. The Company's emp(o)'ces and biUing agents may use CPNI to initiate, render, bin and
coHeet for telecommunications services, Tbe Company may obtain information from nc\\' or
existi.ng customers that may constitute CPNI as part of applicf..ltions or requests for ne\\',
additional or modified services, llnd its emploj'ces and agents may usc sue-h customer
information (without further customer approval) to initiate and provide the serviees.
Likewise, the Comptln)"s:employces and billing agents luay usc customer service and caning
records (witbout customer approval): Ca) to biU customers for services rendered \'0 them; (b)
to investigate and resolve disputes with customers: regarding their bUla; and (c) to pursue
legal, arbitration, or otherproecsses to collect late or unpaid bUls l1"Ol:n customers,

Company's em,p)oyees and agents may use Cl'NI without customer approval to
protect Conlpuny's rights or property, ~nd to protcc-t users and other carriers froul
fraudulent, abusive or megal use of(or subscription to) the telecommunications service fOOnl
\~vhich the CPNI is derived,
Be,cause allegations and· investigations of fraud, abuse and illegal constitute very
sensithte matters, any access, use, disclosure <..11' distribution ofCPNI pursuant to this Section
must be approved in advance and in \\/'fiting by the Conlpany's CPNI Compliance
Officer.

13, The Conlpany's employees, agents, independent contractors and joint venture partners
may NOT use CPNI to ideltUfy or track customers who !lave ma.de eans to, or received calls
from~ competing Nor nUl)' the Company's employees, agents, independent
eOlltracton; or joint venture partners use or disclose ePNI for personal reasons or profit

14. Company poUcy mandates thal files containing CPNI be maintained in a secure mnnllcr
such that they cannot used, accessed, disclosed or distributed b)' unlluthol1:7...ed individuals
or in ~ln unalltllorized manner,

15, Paper files containing CPNI are kept in sec,ure areas, alld may not be used, remo'ved. or
copied in all unauthorized manner,



16. Cmtl.pany em.pJo)'ces, agents, independent contractors und joint venture panners are
required to notify the CPNI Cm:npHance Officer of any access or security problems they
encounter ,\..ith respect to files cont.aining CPNL

17. The Company may permit its customers to establish onUne accounts, but m.ust require an
appmpriate password to be fiu:nished b)' the customer betore he or she can access an)' CPNI
in his or ber online account. Since December S. 2007, pa..~S,\!ords may NOT be based upon
readily obtainable biograj;lhicaI information (e,g., tbe customer's nrone, mother's maiden
nanle, social security ntl.mber or date of bi.rth) or account. inlbrmation (e.g,. tbe customer's
telephone number or address).

18. Since December 8, 2001. customers ma)' obtain an initial or repblcel.l1Cnt. password: (I) [f
tbey come in person to the Compauy's business omce~ produce a driver's Hcense~ passport or
other govemment-issuedldcntifieation verifying their identity, andcorrecdy ~U1S\:l,'er certain
questions regarding their service and address.; or (it) if they can a specified Company
te~ellbone number from their telephone number of record, and then wait at dun number untn
It Company represen:tative cans them back alld obtains correct anS\Y'ers to eerti'tin questions
regarding tbeir service and address,

19. Since Deceu1.ber 8. 2007,the Company \vill notifY customers imluedhuely of certain
changes in their accounts that may affect privacy or security matters.

a. ofchanges that require immediate notification include: (a) change or request
for change of the customer's password; (b) change or request for cbange of the
customer's address ofrecord; (e) change or request for cbange of an~' significant clement
of the customer~s online account; and (d) t\ change or request for change to the
customer's with respect to tbe hack"up nleans of authentication for lost or
forgotten pass\\'ords.

b. The notice may he provided by: (a) a Compan,' call or voicemail to the customer's
tcl.cphon.e number record; (b) a Company text m.essage to customer's telepbone
number of record; or (c) a written notice mailed to the customer's address of record (to
the customer's prior u:ddress of record lrtbe change includes a change in the customer's
address of record).

c, The notice must idl.:mtity onl)' the general tJ'pe of change ~l,nd must not revetll the
changed infornmtion.

d, The Companyelnploj'ce or agent sendhlg tbe notice must prepare and Jumish to the
CPNI Cmnpllance Officer a memorandum containing: Ca) the l1aIne~ address of record~
and telephone number of record of the c:ustonlCl' notified; (b) n copy or tbeexact wording
of the text ",vritttm notice~ telephone message or voicemail message comprising

notice; and (c) tbe date and dme that the notice ',,'as sent.



20. Since December 8,2001, the Company must provide an initial notice to law enforcement
and a subsequent notice to the customer if 11 security breach results in the disclosure of the
cuslomet's CPNl to n third part),!' \'\'ithout the custcU11cr's i.u..tthoril..ation.

a, As soon as practictlble (and in no event more limn seven (1) da)'s) the Company
discovers that a persol1 (,Ivithout authorization or exceeding authorization) has
intentionaU)! gained access to. used Of disclosed CPNI, the Compan)' must provide
electronic notUication of such breach to the United States Secret Service and to the
Federal Bureau of InvestigaHon via a central reporting facility accessed through ,1 link
maintained b),the FCC at http://\v\vwJbc.gow'eb/eRI1i.

21. Since December 8,2001. the Company ",1m provide customers with access to CPNI at its
retail k,cations if the customer presents a valid photo ID and the valid pboto ID matches the
name on the account

Since December 8~ 2001, the Compan)' takes reasonable measure's to disc:over and protect
against activity that is jndh;;atlw~ of pretexting including requiring COmpIUl)' employees,
agents~ independent contr'dctors and joint venture partners to notifY the CPNI C(lmpUance
Officer immcdialely by 'Voice, voieemaU or emai.1 of: any suspicious or unusual caU
requesting a customer's caU detail inforrna.ti011 or other CPNI (including a call where (he
caller furnishes an incorrect password or incorrect anS\\'er to one or both of the "shared
secref' question-answer cmnbinadons); (0) any suspicious or ul1lulual attempt oyan
individual tocbange a custo:mer~s password or account information (including providing
inadequate or inappropria.tc identification or incorrect "'address or record." "teleph.one
number of record" or other significant service information); (e) any and an discovered
instnnc,es ""here access to the ComplulY~ 5 electronic nles or databases containing passwords
or CPNI ,!;\i'as denied due to the provisio.n of incorrect logins and/or passwords; and (d) an)7
complaint by a cuslomer of unauthorized or iml,ppropriate use or disclosure of his or her
CPNl. The CPNI Compliance Officer wm request further inlbrmation in \"'Tiling, and
investigate or supervise '. the investigation ot~ any incident or group of incidents tbat
reasonabl~t appear to, entail pretexting.

In addition lothe specific matters required to be revIewed and approved by the Compants
Compliance Otlicer. employees and agents, independent e011trnc·tors and joint venture

partners are strongly encouraged to bring any and aU other questions, issues or uncertainties
regarding the use, disclosure, or access to CPNI to the ll,ttent.ion of the Company's CP~ry

Compliance Officer for appropriate investigation. review and guidauce. The extent to which
u parti.cular emplo)'ec or agent brought a CPNI matter to the attention of the CPNI
COrrl!,)innce Officer and l;eceived appropriate guidance is Ii material comdder~ltion in any
diseiplhllUY action brought ag(11n5t the employee or agent for impcnnisslble use, disclosure
or access to CPNI.



The Company has tnfom:led its employees and agents, independent eontractors and J<dnt
venture partners dun it considers compliance '''lith the Communications Act and Rules
regul'ding the use~ disclosure. and access to ePNI to be very important.

Violation by Compul1}' employees or agents of such CPNI requirenlents ,'viti lead to
diseiplina,lj1 action (including remedial training~ repdnnmds. unfavorable pcrfomnmcc
reviews, probati()rl. and termination), depending upon the circumstunces of the violation
(including the severity of the vi.ola1101,1; whether tbe violation ,vas a first time or repeat
violadon"whetber appropriate guidance was SOUgJlt or received from the CPNI Compliance
Ofticer, and the extent to which the violation ,\~as or ,"'as Ilot deUbcrtlte or malicious).

Violation b)~ Company indcl,cndcut contl"ac,tors 01' joint venture partners of such CPNJ
requircments will lead prompt disciplinary action (up to and including remedial traini.ng
and termination of the contract).



Exhibit 2

,,,. T. SEI~VJCES, INC. tllb/a HE-REFOUU LONG DISTANCE

STATEl\U!NT OF ACTIONS TAKEN AGAINST DATA BROKEHS

During Calendar Yenr 2009, the Company has instituted the nlUowing proceeding, or flied
the foHo\lving pctit1(ll'lS; against data brokers before the Federal Communications
COlllmission:

NONE

13, During Calendar Vicar 2009. the Compan)" has instituted the following proceeding. or med
the foll0\\1l1g petitions, against data brokers before the Public Utilit). Cmlmllission otTexlls:

NONE

During Calendar Year 2009, the Company has instituted the folh:>\\llng proceeding, or filed
the following petitions. against data bmkers before the foUowing federator state Ciourts:

NONE



E:-:bibit 3

\V. T. SEUVICES, INC. dfbht HERJ.:FORD LONG DISTANCE.

SU1\tIMARY OF CUST()1\'lER COMI)LAINTS
RECARlnNG UNAUTHORIZED RELEASE OF CPNI

A. During Calendar Year 20091 the Company has received the following number of customer
complaints rel.ated to unautborized access to. or disclosure of~ CPNI due to improper access
by Company employees:

NONE

B, During Calendar Yeur 2009, the Ctlmpany has l'cceivcd the following number of customer
coulp]aints related to unauthorized i:lCCCSS tO l or disclosure of, CPNI due to im.proper
disclosure to individuals not authorized to receive the information:

NONE

During Calendar Year 2009, the Company has received the tbUo\\'lng number of customer
complaints related to unauthorized access to. or disclosure of! CPNI due to improper access
to online Information b:)f individuals not authorized to view the infonnnti.on:

NONE

D. During Calendar Yenr 2009, the ConlpllllY has become a\....'are ofthe following processes that
pretexters are using to attempt to access its CPNI:

NONE


